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Why Blockchain and Open data

Members of a blockchain share the administration of the network.

In other words, a single, centrally organised administrator (aka the intermediary) is no longer needed. 

All members must save and continuously update a full copy of the blockchain database. This strong 

redundancy, in combination with cryptography and shared decision making (called decentralised consent), 

leads to a democratic system that offers transparency and traceability, protection from manipulation, data 

integrity and security, as well as network reliability to its members. 
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Blockchain networks can be completely open for 

everyone to join with a full permit to read and write 

on the blockchain (called a public, permissionless

blockchain). 

In many cases, it makes sense to at least include 

authentication of members (public, permissoned) 

or even to keep the network exclusive for a limited 

number of members (private blockchain, i.e. 

cooperating companies or government 

organisations). This is usually necessary if sensitive 

or private data will be saved on the network.

https://www.europeandataportal.eu/



Win-Win? Could Blockchain and Open Data work together?

It is possible to simply save a hash value of a certain data set and include that in the blockchain. 

This could also be thought of as a unique fingerprint of the data. 

This way the blockchain size is controllable as hash values are very small. 

The integrity of the data can always be proven through the immutability of blockchain entries. 

In fact, one of the few known initiatives on Open Data and Blockchain by the City of Vienna does just 

that: citizens and public offices can validate and keep track of changes in data sets by comparing 

them with hash values on a public, permissioned blockchain. This way the veracity of data is ensured 

and ñfakeò-News can be kept at bay.

At the same time, Open Data with its strong focus on ñopennessò seems like the perfect application for 

Blockchain as a lot of privacy concerns, that usually bother Blockchain use cases, are non-issues.

Furthermore, Blockchain and Open Data share similar principles such as the promotion of 

transparency, equality in information knowledge and access, as well as the reorganisation of data 

exchange between a number of parties.
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Payment for collecting open data #OpenLitterMap
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